MANAGEMENT OF DIFFERENTIATED SERVICES WITH ACTIVE POLICIES
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1. Introduction

The eplosive growth of the Internet and the use of new services such as e-business
VoIP (Voice over IP) and multimedia gplicaions raises the need to suppat Quality of
Service (QoS) requirements and to acommodate different service levels leading to
differentiated user pricing palicies.

The Differentiated Services architedure [1] aggregates traffic with similar QoS
requirement in traffic dasses that share the same per-hop kehavior (PHB) throughou the
network. The border nodes implement padket classficaion and traffic condtioning functions
including metering, marking, shaping, and pdicing.

The avallability of different service padlicies on such large networks demands for a
semi-automatic management architedure which can dedde the best configuration with little
intervention from the manager. This paper describes an Internet Service Provider (ISP
scenario that off ers threeDiff Serv based commercia services:

* ENTERPRISE: this srvice has the best performance. It offers rigid bounad delay
guaranties. Hence, it isided for delay sensitive gplicaions sich as videoconferencing. It is
normally implemented using the Diff Serv Expedited Forwarding (EF) PHB.

» STANDARD: ided for clients looking for a servicethat performs better than LIGHT,
but canna, or would na, pay for the limited and more expensive ENTERPRISE service This
service offers minimum QoS guaranties, whereby the network seems lightly loaded. This
serviceis normally implemented using the Diff Serv Asaured Forwarding (AF) PHB.

» LIGHT: charaderized by its occupation o whatever network resources are left. This
serviceisimplemented using the Diff Serv Best Effort (BE) PHB.

Policies are used to classfy the user traffic into the avail able PHBs acwrding to the
seleded commercia service and the user applicaion. Furthermore, the aurrent number of
users, the network load and fail ures are cntinuowsly monitored to prevent degrading the QoS.
To attain these objedives, adive management palicies based on[2] were used. Dedsions are
made & ead of several stadked planes describing diredives at a deaeasing abstradion level.

All results, presented in this paper, were obtained with a 15-node network with 15
points-of-presence (PoP) simulated using the Berkeley network simulator [3]. The results are
presented in the next sedion showing that the use of adive pdlicies outperforms the use of
more dassc goproades.

2. Architecture and Simulation Results
Figure 1 shows the system architedure, and the functions performed at ead o the four
planes. At the BusinessPlane level, four diff erent user admisson pdicies where used:
a. Users are acceted urtil afixed maximum number of usersisreaded for ead PoP.
b.Users are acceted urtil a fixed maximum number of users is readied for eat class
(Enterprise, Standard), after which the users get alower avail able dass possbly Light.
c. Similar to a, but the maximum number of users depends onthe airrent PoP load.



d. Combination d b and c: al maximums depend oncurrent PoP load.
At the Service Plane level (the seaond), the traffic is mapped into ore of the available
Diff Serv PHBs. Four different palicies may be used to restrict this mapping acwrding to the
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Figure 1. System Architedure. Figure 2. Simulation Results.

Simulations how that if too much traffic is al owed to use the EF PHB, asin pdicy 1,
the router schedulers will be overloaded, causing an uracceptable drop ratio, delay and jitter
for the EF PHB and as a consequence dso for the other lower priority PHBs. Policies 2, 3 and
4 restrict the traffic of bandwidth intensive gplicdions to the lower priority PHBs to avoid
this problem. Policy 4 is used to further reducetraffic whenever a corelink fail s.

However, if too many users are dlowed to forward traffic to the same PoP, the same
effed ocaurs. Policy b is the simplest padicy to overcome this problem, by monitoring the
number of usersin eat class and dadng users that exceal their classquadain the next lower
available dass A limit of 1/3 of the users is allowed for classes Enterprise, Standard and
Light. The downgraded users get worse servicethan what they have mntraded, bu in general,
most users get better service Figure 2 shows the simulation results. Policy d is an adive
palicy that works by monitoring the padket drops in ead PHB, and by dynamicadly adjusting
the maximum number of users for ead PoP, and the maximum number of users allowed in
eah class Whenever a cetain nunber of padket drops is deteded for a dass the
correspondng maximum number of usersis st to the arrent number of users minus 3 (10 for
all classes). Current users remain adive, bu new users are refused accessor downgraded, to
prevent further network overload. When there ae no more drops, limits are increased again.
The results demonstrate that the use of pdlicies, espeaally adive ones, improves the service
offered to users, adapting to the network state.
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